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: 1. Contracting Cfficer's Techiical Represent atives
(COLR‘() and other DDEST personncl involved in zny phase ol
the acquisition Uunxbrwcal 1g) process are reminded that on
esscential IH”I“UlﬁnL to rhe uttimaic success of a classificcc
endeaver is the L2 mcly egstablishament ¢ Qj ﬁw_7Q1ﬁgngIlLy -
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trols. These cdh “Aro Gspocially critical during tIN
-
carly explovatery CLuq> pr?sc, whcvc the initial praciice
sets the precedent for the degrcs cf control to bec mainta
thr 1010UL the dcvciopwv4+ nf the preject. Such tivings o
the LL(ntlflLﬂLlOR of “he customer, desired product or ci{ford,
metrhods of OPLLuLln” arnuisitinn techniques, and prospcctive
applications must ¢ lwa) "he handled in a manner designed 1o
assure occur1m&m thEﬁLQQJW;g;g;Q}Lpu}R?QC&SS-
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2. Examplcs of information which may réquire protcecétion
are raw technical data, enginccring Teports contractﬂ<1cc5"'~
cations, engiaccring rboulromoqtg, Tequests " for PrCpoOsSnl s,
prog“ffv reports, and drawing Security protection must
also be for cd unique tcchnlcal,o;wm;{c“* I ci .S

which » ] rc 0 1qustum OT subsysten that Lrtuﬂllv ar. poLor
tially may ¢ compremise thc project or program. Auul“ionul}y:
any. information from which the ultimate-application of the
finishod product can be determined nuﬁt he appropriately
classificd at the praper time and, mos t importantly, discusnod

only with foraally appreved persons.
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. 5. To insurc that project information is dis sclosed en!lvy
to authorized persons conststent with the efficient and scecnve
perforuance of the proposcd convract, it is essentcial that
praper sccurity controls be c~.t.)blvh cd well in advinee of
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the contract being awvarded to a particular contracror. Noratlis,
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Contractor Contact

a .
speciaTl projcct access controls should be ccuabllthd before
sclected contractors arce tasked to conduct siudics or Iinitii e
propesals.  This 1s necessary since {requently the mere mentio:
of the equipment desired 1s in and of itsclf revealing in tevis
of the intended operational use. This proccdurc must also
provide the mcchanism to ensurc that participating contraciors
who are not awarded a contract arc.appropriately debricfed
and that scnsitive projcct materiesl is rcturaced.

4. Whilc the forcgeing should be long-standing practice,
it is considered worth repeating cspecially vhen you censidor
the regrettable conscquences of & valuable project being

nadvertently compromiscd.during the early conceptual sto
of its developiment. Disastrous results can occur whesn (1
-is an abscnce of adcquaLc security controls which ensurec
pllancc with the sgrict 'need=fo-lnowy, pr1nc1plcs, or (2)
Jimportance and scnsitivity of the propoaca project 1is not
recognized and understood by all conccrncd

"S5. Therefore, your plunncd procedures to establish
adequate security controls for initial contractor contact
shall be discusscd with your office and/or centracting ¢
security officers well in advance of the initiation of con
tractor discussions or proposal solicitations. Picasc sce
that the appropriatc personnel within your respective organi-
zations arc provided this specific guidance. .
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